Chronos SMB Share Setup Guide
p
Y

Purpose

This guide demonstrates how to set up a SMB Network Share on a Windows computer in
order for a Chronos 1.4 or 2.1 camera to save footage directly to a PC over a network.

Please note that this is only applicable to cameras connected via ethernet, and that cameras
connected directly to a PC via ethernet over USB are currently not supported by this guide.
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Prerequisites

Windows 10

Chronos 1.4 or 21

Software version 0.4.0 or greater

Connection over ethernet

SMB Port 445 open on any applicable firewalls
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Basic SMB Share Configuration

All  Apps Documents  Web More ¥ o
Best match
<
Turn Windows features on or off o~
Control panel [5]

Settings .
Turn Windows features on or off
A Change the language that Windows

5 Control panel
features appear in
Search the web
i Open
o L windows features - See web results >

£ windows features|

Step 1- Open Windows Features

Click on the Start button, then search for “windows features”.
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f{' Windows Features s

Turn Windows features on or off

filled box means that only part of the feature is turned on.

To turn a feature on, select its check box. To turn a feature off, clear its check box. A

X

Remote Differential Compression API Support
+ [] Services for NFS
[] Simple TCPIP services (i.e. echo, daytime etc)
= [=] = SMB 1.0/CIFS File Sharing Support
[] SMB 1.0/CIFS Automatic Removal
[]  SMB 1.0/CIFS Client
SMB 1.0/CIFS Server
SMB Direct
Telnet Client
TFTP Client
Virtual Machine Platform
Windows Defender Application Guard
Windows Hypervisor Platform
Windows Identity Foundation 3.5
L+ [V Windows PowerShell 2.0

DOO0O0O0E]

OK

Cancel

Step 2 - Enable SMB Server

Scroll down the list of extra Windows features until you reach “SMB 1.0/CIFS File Sharing

Support”, then expand the options and enable “SMB 1.0/CIFS Server” -> OK.
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L A = | Windows (C) — O X
Home Share View o
=1y - [ = B e B - N - o
x :‘ b Cut « IE X iﬁ ’1?;1 New item ‘\/l m Open Ba Select all
= W] Copy path i Easy access ™ — Edit 17 Select none
Pi ick C P: M G Del R N Py i
mﬁzi:m e e [7] Paste shortcut ts\ie tt;p'y E,E‘E ik fulz‘; mpfmes & History 2F invert selection
Clipboard Organize New Open Select
< = v 1 8 > ThisPC » Windows (C) v | D £ Search Windows (C;)
Name Date modified Type Size
7 Quick access
DRIVERS 2019-05-15 4:25 PM File folder
i Creative Clod Files Intel 2020-02-10 10:18 PM  File folder
@ OneDrive Perflogs 2020-05-14 3:32 PM File folder
Program Files 2020-06-09 5:11 PM File folder
= This PC . ; ]
Program Files (x86) 2020-06-24 8:03 PM File folder
B 3D Objects Temp 2019-10-04 10:18 AM  File folder
[ Desktop Users 2020-02-10 10:18 PM  File folder
@ Documents Windows 2020-07-14 4:06 PM File folder
¥ Downloads Chronos_Footage 2020-07-20 11:20 AM  File folder
J§ Music
[&] Pictures
m Videos
£ 4 Windows (C:)
¥ Network

9 items 1 item selected

Step 3 - Create a destination folder for footage to be saved to
Navigate to the root directory of your main drive (in this case, it is C)\).

Create a new folder and rename as needed (in this case, the folder is called Chronos_Footage).

Note: Do not use spaces or special characters in the folder name.
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| M B = lw

Pin to Quick Copy
access

F]
B

Share

Paste

Clipboard

-

s Quick access
@ Creative Cloud Files
@ OneDrive

" This PC

_J 3D Objects
B Desktop

@ Documents
¥ Downloads
J5 Music

[&=] Pictures

i Videos

Z 4 Windows (C)

¥ Network

9 items

View
o Cut B r B New item ~ T Open v selectall
« — . v
W] Copy path U Easy access ~ 1 Edit - - Select none
. Move  Copy Delete Rename New Properties | 3
E' Paste shortcut to~ to~ - folder = e History DEJ Invert selection
Organize New Open Select
Chronos_Footage Properties X

= v N a4 > ThisPC » Windows (C)

Name

DRIVERS

Temp

Intel

Users

PerfLogs

Program Files
Program Files (x86)
Windows

Chronos_Footage

1 item selected

General Sharing Security Previous Versions Customize

Network File and Folder Sharing

Chronos_Footage
Not Shared

Network Path:
Not Shared

Advanced Sharing

Set custom permissions, create multiple shares, and set other
advanced sharing options.

GAdvanced Sharing...

Password Protection

People must have a user account and password for this
computer to access shared folders.

To change this setting, use the Network and Sharing Center.

OK Cancel Apply

Size

Step 4 - Open the Sharing properties window

Right-click the destination folder created in Step 3, and select Properties.

Navigate to the “Sharing” tab, then click “Share...".
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g2l M 1= v - O
Home Share View
* ‘:‘ & Cut Ji x iﬁ % New item ™ V’] T Open ~ Ba Select all
= W Copy path « Tj Easy access ¥ Edit -0 Select none
Pinto Quick C Past - M C Delete R Ni P rti
ma:CES:"c R [#] Paste shortcut tg\ie tgpvy eve = bl fml?x\err ropve = & History 7 Invert selection
Clipboard Organize New Open Select
& =3 v 4 Eg > ThisPC > Windows (C)
. Name 2 Network access
3+ Quick access
DRIVER
Creative Cloud Files 2
i Temp Choose people to share with
@ OneDrive Intel
Users Type a name and then click Add, or click the arrow to find someone.
= This PC PerfLog
B 3D Objects Prograt ‘ | |
N Add
[ Desktop Prograt
5| Documents Windoy Name Permission Level
¥ Downloads Chrong 2 sanjay Owner
Jﬁ Music
[=/ Pictures
E Videos
i 4 Windows (C)
¥ Network
I'm having trouble sharing
Gshare Cancel
9 items 1 item selected

Step 5 - Enable sharing for the destination folder

Select the name of the user whose Windows login details will be used to connect from the

camera.
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— O X
Share View ~ o
J = & Cut x iﬁ % New item ¥ \/’_ -I'I Open ~ BH Select all
E Wil Copy path * ‘i Easy access ¥ 1 Edit - - Select none
Pinto Quick Copy Paste . Move  Copy Delete Rename New Properties 3
R E] Paste shortcut e e i folior 2 & History = Invert selection
Clipboard Organize New Open Select
&« > v 4 &4 > ThisPC » Windows (C) w
. Name € 2 Network access
7+ Quick access
DRIVER
Creative Cloud Files ;
o Temp Your folder is shared.
@ OneDrive Intel
Users You can e-mail someone links to these shared items, or copy and paste the links into another
= This PC Perflog app.
3D Objects Prograt —
Individual ltems -
[ Desktop Prograr
T —" Windoy Chronos_Footage
\\LAPTOP-NRCHGTINChronos Footage
¥ Downloads Chrong
J§ Music
[&! Pictures
E Videos
£ 4 Windows (C)
¥ Network
Show me all the network shares on this computer.
9 items 1 item selected

Step 6 - Click Share

Click “Share” to enable SMB sharing of the destination folder, then click “Done” to complete
the configuration for this folder.
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All  Apps Documents  Web

Best match

tL View network connections

Control panel
Search the web . .
View network connections
network connections - See web results Control panel
network connections menu
network connections crossword
network connections list
network connections windows 10

network connections google chrome

network connections service

0
0
0
0
0
0
0
0

network connections crossword clue

Step 6 - Open Network Details

Click the Start button and search for “network connections”.

Select the “View network connections” result.
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- O X
4+ ‘&« Netw.. » Network Conn.. v (4] L Search Network Connections
Organize ~ Disable this network device Diagnose this connection Rename this connection i - 1 @
1 -
o Ethernet 2 Status % k! Ethernet 2
inplugged o
General Connection (4) ... ﬂ
) Network Connection Details X
Connection
IPv4 Connectivity: Network Connection Details:
IPvb Connectivity: Property Value
Media State: Connection-specific DNS...
Duration: Description
' Physical Address
Speed: DHCP Enabled Yes
2 IPv4 Address 192.168.1.74
B IPv4 Subnet Mask 255.255.255.0
Lease Obtained July 20, 2020 10:48:54 AM
Lease Expires July 21, 2020 10:48:58 AM
Activity |Pv4 Default Gateway 192.168.1.254
IPv4 DHCP Server 192.168.1.254
- |Pv4 DNS Servers 192.168.1.254
Sent
IPv4 WINS Server
Bytes: 14,595,210 NetBIOS over Tepip Ena...
Link-local IPv6 Address
IPv8 Default Gateway
Gpmpemes GDisable p{ | |Pv6 DNS Server
< >
5 items 1 item selected = =

Step 7 - Determine your PC’s IP address

Find the network connection that is active. This should also be the network that the Chronos is
connected to.

Right-click on the active network connection and click “Status”.

In the Status window, click “Details...”.

In the Network Connection Details window, note down the value beside “IPv4 Address”. This
will be typed into the camera in the next step to allow it to discover your PC.
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Windows/SMB Network Storage IP Address
Static IP Address

SMB Share //192.168.1.74/Chronos_Footage

Username Sanjay 3
Test Apply Netmask

Password ®9009o0O0®~ ||
Ot SMEBE Connection Status

NFS Network Storage 1 i
iR Connection successful

Address
oK

Apply

Mount

ork Status
Link y:Ethernet Hi
inet addr:192.1e8.1.81
ineté addr: feg0

Step 8 - Enter the SMB connection details into the Chronos

On the Chronos, enter the Networking screen by tapping Util -> Network.

In the top left corner of the screen, enter the following credentials:

SMB Share: //<Your PC's IP as found in Step 7>/<The folder as named in Step 3>

Username: <The username used to log into your Windows account>

Note: Windows usernames with spaces are not compatible with the camera settings. If this is
the case, please see Appendix A to create a new set of Windows credentials for the camera.

Password: <The password used to log into your Windows account>

Tap the Apply button to proceed. The Chronos will attempt to connect to the SMB share as
specified. If the connection is successful, your Chronos is now ready to save to your PC over the
network!

Note: The Test button can only be used to test for a valid connection after Apply has been
tapped to save any new connection details.
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Encoder

Bits per pixel Save Format <
40.00Mbps @
i 1920x1080 60fps H.264 ._
Play Rate

Saved File Framerate Max Bitrate (Mbps) 60.0fps
Text Overlay
60 40 (H.264/TIFF) v A

File Frame 1/2207
Mark start 1
Save Location Safely Mark end 2207
Remove
/media/smb (SMB share) Mark Mark

Start End

Folder path (optional, must already exist) Hefresh

Settings
Filename (leave blank for autoname)

Save

Close

Step 9 - Save footage to the SMB share

If your camera has successfully connected to the SMB share, /media/smb (SMB share) will
automatically be present in the list of save locations.

Ensure /media/smb (SMB share) is listed as the active save location, and then tap Save to
begin saving footage to your PC over the network.
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Play Chronos_Footage
Home Share View Video Tools
. iJ U & Cut 4:7 X iI‘ @ New item ¥ \/] u Open ~ Ba Select all
= W] Copy path « T ] Easy access * Edit - Select none
Pinto Quick Copy Paste . Move Copy Delete Rename New Properties X
S g] Paste shortcut to~ to~ - Tfolder o e History DD Invert selection
Clipboard Organize New Open Select
&~ v 4 < Windows (C:) » Chronos_Footage v D £ Search Chronos_Footage
~
Name Date modified Type
3 Quick access .
3] vid_2020-07-20_11-37-26 2020-07-20 1146 AM MPA4 File

@ Creative Cloud Files
@ OneDrive

= This PC

_J 3D Objects
[ Desktop
@ Documents
¥ Downloads
Jﬁ Music

[&] Pictures
E Videos

4 Windows (C)

¥ Network

<

1item 1 item selected 175 MB

Step 10 - Confirm that the footage was saved to the desired location

O X
Size
179,406 KB
>

Navigate to the SMB share folder as set in Step 3. If the SMB share was correctly configured
and the saved footage was correctly transferred, it will be available in this folder.

Configuration and testing of the SMB share is now complete.
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Appendix A - Creating a nhew user account for SMB access

In the case that it is undesirable to use the login credentials of a current Windows user to allow
the Chronos to access the SMB share, a new Windows account can be created for specific use
in this case. This implies additional steps, which are outlined below.

Create a new user account in Windows

1. Go to Start -> Settings -> Family & other users

2. Click “Add someone else to this PC”

3. When prompted with the question “How will this person sign in?”, click on “I don't have
this person’s sign-in information”

4. Click "Add a user without a Microsoft account”

5 Add a username and a password. Do not use spaces or special characters in the
username.

6. Restart the PC to ensure that the new user's changes take effect.

Microsoft account X
Settings
@ Home .
Create an account for this PC
Find a setting

If you want to use a password, choose something that will be easy for you to remember

but hard for others to guess.
Accounts

Who's going to use this PC?
A= Your info - .
{ chronos l

X Email & accounts )
Make it secure.

Sign-in options ‘ seeeree ’

Access work or school | secceee |

I R, Family & other users In case you forget your password
.

’ Security question 1 ~ \

Sync your settings

Q

l Your answer l

l Secuirity riestinn 2 R I

Have a anestinn?

Continue with the standard setup guide until Step 5, then configure the folder with the
additional steps below.
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p LUES =1 0=04 LU s AN Elle Tolder

| X
3 22 Network access

Le

J

]l Choose people to share with

d

Type a name and then click Add, or click the arrow to find someone.
pl|

‘ | 4 Add
Name Permission Level
&chronos Read/Write ~
E, Sanjay Owner
I'm having trouble sharing
GShare Cancel

Step 5A - Add the new user to the list of people to share the folder with

From the dropdown menu, select the new user that was created. In the case of this example, it
is “chronos”.

Set the Permission Level to Read/Write.
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2019-10-04 10:18 AM___ File tolder

Chronos_Footage Properties

Advanced Sharing

[~ share this folder
Settings
Share name:
Chronos_Footage g | |
T Remove

Limit the number of simultaneous users to: | 20 =

Comments:

e || ot

oK  Cancel | | Asoly

Close Cancel Apply

Step 5B - Open the Advanced Sharing Menu

In the Properties dialog of the folder to be shared, click “Advanced Sharing”

The click Permissions -> Add..
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Chronos_Footage Properties X

A Permissions for Chronos_Footage X

Select Users or Groups X
Select this object type:
IUsers. Groups, or Built4in security principals ‘ | Object Types... ‘

From this location:
[LAPTOP-NRCHGTI || Locations... |

Enter the object names to select (examples):
dm:mosl Check Names |

| Advanced.. | [ oK || cancel |

oK Cancel | Apply

Step 5B - Add the newly created user to the permissions configuration

Enter the name of the user who was created into the box as shown above, then click OK.
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2019-10-04 10:18 AM File tolder
Chronos_Footage Properties

X

Al Permissions for Chronos_Footage b4

Share Permissions
Group or user names:
$2 Everyone

82 Administrators (LAP TOP-NRCHGTII\Administrators)
b § chronos (LAPTOP-NRCHG TI\chranos)

Remove
Permissions for chronos Allow Deny
Full Control ]
Change ]
Read O]

[ ok ] concsl || somby |

Step 5C - Set the permissions for the newly added user

Select Allow for all Full Control, Change, and Read in the checkbox selection area, then click
OK to confirm.

Proceed with Step 6 in the regular guide as usual. The configuration will now accept the
credentials as created in this Appendix section.
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Troubleshooting

The table below contains common error messages that are displayed on the camera when an
attempt to connect to a SMB share does not succeed. If the troubleshooting tips below do not
help, please contact your IT administrator or support@krontech.ca with any questions.

Note: Please tap the Apply prior to using the Test button to ensure changes are applied.

Error Message on Camera

Corrective Recommendation

Mount failed: Retrying with upper case share
name

Check for typos in the share folder name.

<|P address> is not reachable!

Ensure that the camera is connected to the
network, and that the host PC's IP address
has been entered into the camera correctly.

Mount failed: Permission denied

Ensure that the username and password
have been entered into the camera correctly.

Mount failed: Usage ...

The format of the text entered into the field
SMB Share, Username, or Password is
incorrect and cannot contain spaces.

Written by: Sanjay Maharaj
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